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1
Decision/action requested

It is requested that proposed changes are approved.
2
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3
Rationale

SA3 has agreed to take forward the FS_5GFBS - "Study on 5G security enhancement against false base stations" [1]. 
While a TR skeleton for the FS_5GFBS is still not available, it is only likely that there will be a Clause #4 as usual. The Clause #4 generally contains a high-level overview of the security and privacy aspects for the topic of the TR.
Since a TR skeleton is expected to be proposed in this meeting, we are proactively proposing content for Clause #4. One of the aims in doing so is to get an early start. The main aim however is to have guidelines for the upcoming key-issues and solutions. 

For key-issues and solutions, it is important to identify what general areas are addressed. Doing so helps in doing a risk-based analysis of solutions and access the security and privacy benefits against the complexity. Otherwise, there is a risk of losing focus and a bloated TR. Further, it will also become difficult to prioritize key-issues and corresponding solutions. 

4
Detailed proposal

*** BEGIN CHANGES ***
4
Security and privacy aspects of a false base station 

The present document uses the term "false base station" in general to denote wireless devices that impersonate genuine base stations. 
False base stations are also popularly known as IMSI catchers. While one of their initial attacks was to catch subscribers' IMSIs, more advancements have happened since - not only to the false base stations technologies, but also to the mobile network security. 

Today, the capabilities of false base stations vary depending upon whether the mobile network is 2G, 3G, 4G, or 5G. The 5G system in particular has already made significant improvements to combat false base stations, the improvements like SUPI concealment, guaranteed GUTI refreshment, protected redirections, and a general informative detection framework. There are also other security features that the 5G security inherited from earlier generations like mutual authentication between UE and network, integrity protected signalling, and secure algorithm negotiations.

The present document investigates key-issues and solutions that will potentially enhance 5G system's resistance to false base stations even further. The 5GC and NR/gNB are in the scope of the present document, and E-UTRA/ng-eNB is out of the scope.
The key-issues and solutions in the present document should state which of the following security and privacy areas they address:
#1
DoS attack on UE: attempts to hinder the UEs' access to the network.
#2
DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.
#3
Rogue services: attempts to deliver unathorized or unsolicited services (e.g., SMS and calls) to the UEs.
#4
Subscriber privacy attack: attempts to identify subscriptions or trace the UEs.
Editor's Note: The above security and privacy areas list is preliminary, therefore non-exhaustive and subject to change.
*** END OF CHANGES ***
